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Abstract 
The internet has become a conduit for terrorism and a 
dangerous battlefield for states in their quest for the 
governance of the cyberspace. The unintended consequence of 
the cyber environment is that there has been a sharp increase 
in terrorism, warfare and espionage as a result of the many 
opportunities the internet and electronic devices have 
afforded perpetrators of crime within the cyberspace. States, 
international organisations, corporations, as well as high 
profile individuals have become targets of these spates of 
attack. States have come up with both legislative and 
physical measures to ensure that they combat these forms of 
criminality within the cyberspace, unfortunately not many 
states are achieving much in this area. Nigeria is one of 
many countries that have been eroded by constant terrorist 
attacks, and has come up with legislations to tackle the rise 
of terrorism and the opportunity availed them by the 
internet. However, recent indices within our society have 
shown that a lot of progress has not been made in this area, 
largely because of our deficiency in the advancement of 
technology and lack of will power on the part of 
government. 
 

Introduction 
Technology introduced a kind of civilization that transited the world from 
its traditional state to what we now refer to as a globalised world, where 
individuals in their different localities are no longer restricted by space 
and time among other benefits. However, technological innovations are 
ostensibly responsible for most of the tragedies the world has experienced 
in recent times.1 The unintended consequences brought about by 
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cybercrime, among other negative impact, are that it has made national 
securities more gullible in the face of attacks because of the opportunities 
the cyberspace affords criminals. Critical National Infrastructure like 
transportation systems, power grid, healthcare systems and financial 
institutions have become constant targets of terrorists around the world. 
These forms of attack are the shared experience of states around the 
world. In Nigeria it has been posited that, our information and 
communication technology infrastructure has become targets for cyber 
terrorists, spies, hackers and fraudsters, because of the perceived lower 
risk of been caught; and the inability of security agencies to detect same.2 
Terrorists and organised criminal syndicate groups have made the 
internet a hub for carrying out offences that includes terrorism, espionage, 
sabotage, terrorism financing and recruiting, and human trafficking. It has 
been argued that the internet has eroded the orthodox understanding of 
territoriality and introduced a sphere of ungoverned spaces, which has led 
to serious cyber security threats.3It was reported that in 2015 alone the 
estimated number of cyber-attacks that was launched is about 2,175. 585 of 
those attacks were targeted at government websites.4 
 
Cyber Terrorism  
Since the incident of September 11, 2001, the world woke up to a new 
wave and reality of terrorist attacks. There was the London Bombings of 
7th July, 2005, the Paris attack of 2015 and other similar attacks that took 
place around the world especially in the Middle East. Nigeria has not been 
left out in these spates of attacks.  In 2011 a car bomb exploded at the UN 
building which left a number of persons dead. Boko Haram claimed that 
they were responsible for the attack.5 Also in 2015 Nigeria’s capital Abuja 
was hit by series of attack by the same terrorist group, leaving at least 18 
people dead, according to a report by the British Broadcasting 
Corporation.6 These attacks have now become widespread in Northern 
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Nigeria, in March of 2022 some Nigerians lost their lives to another 
terrorist attack on their way to Kaduna by train. 
It is feared that the cyberspace has become a breeding ground for 
terrorism recruiting and financing. At the international stage countries are 
using all the resources available to them to combat terrorism in all its 
forms. The incidence of cyber insecurity in Nigeria continues to increase 
sporadically, thereby causing loss of reputation at the international stage; 
which has led to the loss of business and investment opportunities that 
would have improved the economy of Nigeria, but for her cyberspace 
dilemma.7 Threat to cybersecurity is not peculiar to Nigeria or even 
Africa, Western states are also confronted with this challenge. The only 
difference is that they have developed the technology and man power to 
detect these attacks, track down perpetrators behind the attacks and 
reduce threat of cyber-attacks to the barest minimum. Nigeria however, 
suffers a great deal because we lack these abilities and the political will to 
tackle the menace of terrorism. Only recently it was reported that Boko 
Haram terrorist group have been successfully using the internet for 
transnational networking with other extremist groups around the world 
without been intercepted.8 
As was stated earlier, cyberspace has eroded the known concept of 
territoriality and has watered down its significance. Furthermore, it has 
significantly changed how internal and external order should be 
maintained, as attacks can be launched from outside the territory of a 
State to undermine the ability of that State to maintain order within its 
territory.9 The use of computer to engage in acts of terrorism has become 
common place. Terrorism has more of a political undertone different from 
crime which is personal, it is however an established fact that acts of 
terrorism are also crimes. 
Terrorism involves committing acts constituting crime under the law of 
any country, it also involves the intimidating or coercion of a civilian 
population, to influence government policy or to affect the conduct of 
government by mass destruction, assassination or kidnapping.10 The 
essence of acts of terrorism is to demoralize the civilian population by the 
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destruction of lives and properties. It has been argued that most acts that 
have garnered media sensation as cyber terrorism actually falls short of 
same. For example, the Massachusetts hacker who was responsible for the 
shutting down of a Federal Aviation Administration Control tower for six 
hours was widely viewed by the media as cyber terrorism. So was the act 
of the Australian who dumped millions of litters of raw sewage into 
parks, rivers and businesses when he hacked the Municipal Waste 
management system. These acts are more of cybercrime than cyber 
terrorism, as the acts of the perpetrators are more of revenge seeking than 
a desire to advance a particular ideology targeted at demoralizing 
segments of a civilian population.11 
For an act to be viewed as cyber terrorism, computer technology must be 
used in such a way that it will intimidate or coerce a civilian population, 
thereby undermining the society’s ability to maintain order within.12 
Brenner has outlined three conceptual options of how this is likely to 
work; the first is computer as a weapon of mass destruction, the second is 
computer as a weapon of mass distraction while the third is computer as a 
weapon of mass disruption.  
From her analysis she opined that computer technology as a weapon of 
mass destruction is only a conception option rather than a real possibility, 
as same is based on a flawed premise. She explains that computers alone 
cannot be used to inflict the kind of carnage the world saw in September 
11, 2001. Computer technology can only be used to set in motion activities 
that produce physical damage, they cannot on their own inflict physical 
damage on persons or properties. A victim is likely to view a situation 
where a terrorist disables a computer system that controls nuclear power 
plant which causes an explosion that results in death, physical damage, 
radioactive contamination and undermine the faith of citizens on the 
ability of government to protect them and maintain order as a nuclear 
catastrophe rather than as a terrorist attack according to her.13 
Computer as a weapon of mass distraction according to Brenner is a more 
realistic possibility. Under this circumstance the computer is majorly 
responsible for carrying out terrorist act. Here the computer can be used 
to manipulate the civilian population psychologically, which can result in 
the undermining of the morale and faith in the efficacy of the government 
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as a result of the psychological manipulation. This can result to death, loss 
of property, personal injury depending on the type of manipulation. For 
example, where an information is circulated using platforms made 
available by computer technology, that a terrorist group intends to 
detonate a bomb at a certain place and time which is a false information. 
In the present instance where the residence of that area chose to believe 
the said false information, there is a tendency that such information might 
result to stampede, loss of lives and properties because of the urgency to 
vacate the area. In this case the terrorist would have achieved the desired 
result, which is injury, death, destruction of properties and completely 
eroded the confidence of the public on the government of the day and 
their ability to protect their citizens.14 
Computer technology as a weapon of mass disruption is targeted at 
ensuring that the citizens lose faith in the stability, functionality and 
reliability of the infrastructures such as the transport system, electricity, 
financial institutions, health systems and other essential services.15 The 
goal of terrorists is to inflict systemic damage on these essential services. 
The effect of attacks of this nature is devastating but it is not as far 
reaching as attacks carried out in real world using weapons of mass 
destruction. Like the carnage that was visible in the September 11 attack 
and the London Underground bombings or even the spate of attacks 
occurring in Northern Nigeria sponsored by Boko Haram.  
Computer technology as a weapon of mass disruption is more prevalent 
in Western economies, where virtually every sector is computer 
dependent. Any attempt to shutdown any of these essential 
infrastructures often result in death and loss of properties; and also erode 
the faith of citizens on the ability or capabilities of their government.16 
Cyber terrorism has also been said to involve the combination of acts of 
terrorism and the cyberspace. Furthermore, it is the unlawful attack and 
threat of attack on computers, networks and information stored in them 
with the aim of coercing and intimidating a government and its people to 
succumb to a political or social objective.17 It involves acts that induces 
fear, and when such acts leads to death or bodily injury, explosions, plain 
crashes, water contaminations, or severe economic loss are examples of 
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cyber terrorism.18 Depending on the impact of the attack, where critical 
national infrastructures are targeted it can also fall within the category of 
cyber terrorism.19 These forms of attacks have come to stay as long as 
societies continue to increasingly depend on computers and computer 
networks.20 
Cyber terrorism in light of very recent reality was highlighted by Denning in 
a more detailed manner when he explained thus. 

The convergence of terrorism and cyberspace is generally understood 
to mean an unlawful attack against computers, networks, and the 
information stored therein when done to intimidate or coerce a 
government or its people in furtherance of political or social 
objectives. Furthermore, to qualify as cyberterrorism, an attack should 
result in violence against persons or property, or at least cause 
enough harm to generate fear. Attacks that lead to death or bodily 
injury, explosions, plane crashes, water contamination or severe 
economic loss would be examples. Serious attacks against critical 
infrastructures could be acts of cyber-terrorism, depending on their 
impact. Attacks that disrupt nonessential services or that are mainly 
a costly nuisance would not.21 

 
Flowing from the above, an attack only qualifies as cyber terrorism when it 
involves attacks on computer and computer networks that cause disruptions 
or destructions that may likely result in death, explosions, bodily injury, 
plane crashes, water contamination, severe economic loss and the likes. The 
consequences of the attack although targeted at the computer or its network 
does not necessarily in all instances affect the computer, the computer is often 
used as a tool that leads to further targets.22 
The Nigerian legislation on terrorism did not delve into defining what 
terrorism is as there seem to be divergent views on the subject, rather it 
focuses on what constitutes acts of terrorism. Section 1 of the Nigerian 
Terrorism (Prevention) Act as Amended in 2013 provides as follows: 
Act of terrorism means an act which is deliberately done with malice 
aforethought and which 
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a) May seriously harm or damage a country or an international 
organization; 

b) Is intended or can reasonably be regarded as having been intended to – 
i) Unduly compel a government or international organization to 

perform or abstain from performing any act; 
ii) Seriously intimidating a population 
iii) Seriously destabilize or destroy the fundamental political, 

constitutional, economic or social structures of a country or an 
international organization or 

iv) Otherwise influence such government or international 
organization by intimidation or coercion; and 

c) Involves or cause as the case may be 
i) An attack upon a person’s life which may cause serious bodily 

harm or death 
ii) Kidnapping of a person 
iii) Destruction to government or public facility, transport system, an 

infrastructural facility, including an information system, a fixed 
platform located on the continental shelf, a public place or private 
property likely to endanger human life or result in major economic 
loss; 

iv) The seizure of an aircraft, ship or other means of public or goods 
transport and diversion or the use of such means of transportation 
for any of the purposes in paragraph (b) (iv) of this subsection. 

v) The manufacture, possession, acquisition, transport, supply or use 
of weapons, explosives or nuclear, biological or chemical weapons, 
as well as research into, development of biological and chemical 
weapons without lawful authority; 

vi) The release of dangerous substance or causing of fire, explosions or 
floods, the effect of which is to endanger human life; 

vii) Interference with or disruption of the supply of water, power or 
any other fundamental natural resource, the effect of which is to 
endanger human life. 

d) An act or omission in or outside Nigeria which constitutes an offence 
within the scope of a counter terrorism protocols and conventions duly 
ratified by Nigerian.23 
 

It follows from the above statutory provision that the target or objective of 
terrorist attack is to endanger human lives and cause loss of property 
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including targeting government infrastructures. The reason for doing this 
is so that the government or its population can pursue a certain social, 
political or religious ideology.  
The Nigerian Terrorism (Prevention) Act did not expressly mention cyber 
terrorism although it could be inferred from the above when acts of 
terrorism are committed using computer technology especially when it 
results into any of the acts highlighted above. However, the Cybercrime 
Legislation of 2015 particularly section 18(1) provides that 

A person who accesses or causes to be accessed any computer or 
computer system or network for purposes of terrorism, commits an 
offence and is liable on conviction to life imprisonment.24 

 
Section 18 (2) of the Cybercrime adopts the definition of terrorism as 
provided for in Section 1 of the Nigerian Terrorism (Prevention) Act as 
Amended in 2013.  
It is pertinent to state that the Nigerian legislation makes all forms of 
terrorism a crime but the level of carnage that we still experience in 
Nigeria as a result of terrorist attacks leaves much to be desired from the 
government of the day. The lives and properties of Nigerians are 
constantly under treat as a result of insecurity. Unfortunately, not a lot of 
progress has been made to curtail the activities of terrorists, who have 
constantly used electronic gadgets as a means of communication to 
perpetrate acts of terrorism.  
Our security agencies and indeed government, unlike their counterparts 
in Western societies have not been able to use technological innovations to 
track down these terrorists despite the certain measures in place. The 
introduction of the National Identity Number and linking them with 
phone numbers of individuals is a step in the right direction, just to enable 
security agencies intercepts communication when it is necessary and is 
able to trace who is behind them, especially when linked with terrorist 
activities.  
It is posited that terrorist activities involving computers or computer 
network should not only be restricted computer to only computers or 
computer network but any technological device that has the tendency to 
occasion acts of terrorism. 
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Cyber Warfare 
Cyber warfare like cyber terrorism is garnering attention all over the 
world, nation states are using powers it has over the cyberspace to assert 
their dominance in the international sphere. Cyber warfare involves the 
use of computers and its network to cause mayhem to another computer 
network.25 This mayhem is actualized when computers of another nation 
state is penetrated in other to cause damage or disruption. Nation states 
are not the only actors in cyber warfare, other actors include terrorist 
groups, corporations, religious extremists, political extremists and 
transnational criminal organizations.26 It is not in doubt that media 
reporting in recent times shows that the cyberspace has become an arena 
for warfare. States have become conscious of cyber warfare hence, some 
have started strategizing on how to secure their cyberspace against attack 
by foreign elements, by deployed military strategy and intelligence in a 
bid to protect or prevent cyberattacks against critical infrastructures, 
reduce national vulnerability to cyberattacks and minimize damage and 
recovery time from cyber-attacks. The United States during the President 
Obama administration launched a programme known as ‘Cybercomi’ 
having realised that America’s digital infrastructure is a strategic national 
asset. The cybercomi was responsible for carrying out full spectrum 
operation for America within the cyberspace.27 The United Kingdom 
government also fearing the effect of lack of preparedness for 
cyberwarfare launched a National Cybersecurity programme.28 
The North Atlantic Treaty Organization (NATO) has stepped in to 
provide guidelines on how to operate legally on the cyberspace, the new 
combat domain.29 NATO has recognised the treat to security held by 
cyberspace hence the need for a cyber defence policy guideline. It 
emphasises the need for international law, especially international 
humanitarian law to be applied in cyberspace. The emphasises on this is 
because the cyberspace has become a space where attack can be launched 
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against the military, critical national infrastructure such as power grid, 
telecommunication networks, banking systems, health sector and so on. 
Collection of inaccessible information and intentionally disseminating 
such information.30 
Third world countries like Nigeria who have not advanced their 
technological capabilities cannot be able to sustain combat in the 
cyberspace because of their total dependence on technology produced by 
other countries, which is a disadvantage on its own. Although it might be 
argued that since the economy of third world countries are not fully 
dependent on technology, they might have less to worry about. But this 
argument cannot be sustained because technology is the driver of the 21st 
century. It is also an erroneous believe for individuals to think that attacks 
on the cyberspace or its impact is only a state problem or the department 
of the state concerned. Some of the known methods adopted in launching 
cyberwarfare include:31 

1. Vandalism: This involves circumstances where government 
websites are attacked on a swift scoop but does not cause serious 
damage. 

2. Propaganda: this has to do with the dissemination of politically 
incorrect news through the internet. What is commonly referred to 
as fake news. This has the tendency of disrupting the entire 
population especially when the information is one that perhaps 
touches on religion or ethnicity as is often the cause of unrest in 
Nigeria. 

3. Collection of Data: once a data that is classified is leaked to the 
public it can also cause damage to the State involved. 

4. Access Denial: for sectors that require computers and satellites for 
communication, interception, altering or complete denial of access 
to such infrastructures might result in dangerous situations. And; 

5. Network attacks against infrastructures   
 
Cyber Espionage  
The ease in accessing the information of persons stored on the internet, 
has become a growing concern to all in sundry. Cyber espionage also 
known as cyber spying involves illegally obtaining personal, sensitive or 
proprietary information from individuals without first obtaining the 
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consent of the individual whose information is been collected.32 Social 
media platforms, search engines, data mining, GPS tracking devices, 
increase in the use of smart phones and other technological considerations 
has made has made cyber espionage a growing threat. It has been 
observed that law enforcement agents are seldom interested in 
investigating cyber espionage on individuals except high profile 
individuals because of the perceived little impact nature.33 
The United States as well as the European Union has adopted legislations 
with respect to the collection and processing of personal information.34 
These laws are put in place to ensure that personal data is processed 
within acceptable privacy limits and that informed consent is present. 
With public surveillance and social media presence, and the fact that 
individuals voluntarily put up information on these sites the question that 
resonates in the mind of many is what then should be the acceptable level 
of privacy given the circumstance. 
Individuals are not the only ones that are faced with the challenge of cyber 
espionage, it is an established fact and from evidences so far obtained, 
states are also known to be engaged in cyber espionage against other 
states. Once a system is not properly secure it can be a subject of attack of 
any group or individual anywhere around the world. Cyber espionage or 
spying has become more sophisticated as technology advances, and it has 
also become a common thread in the international front.35 Cyber 
espionage or spying is damaging but it becomes even more damaging 
when same goes on for years without the victim’s knowledge. Hence the 
need for individuals, companies, high profile individuals, political 
organizations, banks and small businesses to start putting up security 
measures to properly protect them from any form of attack.36 
Few reported cases of cyber espionage include the following; in 1999 it 
was revealed by Newsweek that the United States suffered its first cyber 
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espionage, in a series of attacks that began in 1998. It resulted in 
thousands of stolen documents containing confidential information with 
respect to American military technology. The United States accused 
Russia of these spates of attacks only that they lacked prove;37 between 
2003-2005, it was alleged that the Chinese military hackers threatened the 
United States and the United Kingdom government computers in what 
was perceived as a state sponsored attack known as Titan rain. Again, no 
evidence has shown same was carried out by the Chinese government.38 
Sometime in 2007 Gillette Company suffered an industrial espionage as 
one of its engineers Steven Louis Davies disclosed corporate information 
to the company’s competitors using an email, which eventually led to his 
prosecution.39 
The office of the Personnel Management of the United States was attacked 
in 2012. This led to the stealing of the personal information of over 12 
million Americans. This breach was only discovered in 2015, in 2017 the 
Chinese national that was suspected to be responsible for the attack was 
apprehended.40 
Google have also alleged series of attacks origination from China in 2010. 
Companies like Adobe, yahoo were also victims. These attacks made 
google to consider stopping censoring its search results in China.41 
Canadian researchers in 2009 revealed a large spy network called 
GhostNet that has invaded over a thousand computers across 103 
countries around the world. Foreign ministries and embassies of 
Germany, India, Pakistan, Iran, South Korea and Thailand are some of the 
countries that were attacked. Again, all fingers were pointing at the 
Chinese government, however they have denied their involvement.42 
McAfee reported an operation in 2011 initiated by Chinese hackers known 
s Night Dragon operation it attacked the largest European and American 
energy businesses, including Royal Dutch Shell and Baker Hughes. These 
intruders got access to topographic maps with potential oil reserves. The 
report shows that unsophisticated hacking tools and techniques that were 
used were found on Chinese hackers’ website.43 
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During the 2008 American presidential Campaign between Barack Obama 
and John McCain, it was alleged that either the Chinese or Russian 
hackers installed spyware on the computers of the presidential candidates 
and stole sensitive data in relation to foreign policy. The data leakage was 
only discovered after the conclusion of the presidential election during the 
federal investigation.44 
Also, in 2006 the International Olympic Committee was compromised 
months prior to the Olympic Game in Beijing China in 2008, so were 70 
other companies and organizations around the world. The United Nations 
and the Anti-doping Agency are unstable among others. It is believed that 
Chinese hackers are responsible as all countries in Southeast Asia suffered 
from these attacks except China.45 
In the Hillary Clinton and Donald Trump presidency run there were 
accusations and counter accusations of cyber Espionage and a lot of 
fingers pointed at the Russia state, especially the Democrats. 
 
Conclusion 
Terrorism and espionage have since been in existence before the 
technological innovations that brought about the introduction of 
computers and the internet, which eventually birthed the cyberspace. 
However, these crimes just like other traditional crimes have become 
more prominent as a result of the opportunity afforded them by the 
cyberspace. Cyberwarfare is arguably a new form of attack that only has 
its origin in the cyberspace, because prior to the introduction of 
computers, there was nothing like cyberwarfare. These acts that intends to 
erode the confidence of the people on the ability of its government to 
govern and secure its citizenry, must be curtailed by any responsive 
government in other for it to remain relevant. It therefore means that the 
cybersecurity of states, corporations and international organizations must 
be given the desired attention. This is because cyberattacks can cause as 
much damage as physical attacks. 
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