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Abstract 
The rise in technological invention has increased the 
prospect for cybercriminals to launch their attacks on all in 
sundry irrespective of the location of both the perpetrator 
and the victim. In recent times the world has experienced a 
shift in what it considers to be tradition crime, wherein both 
the victim and the perpetrator could be found within the 
same jurisdiction; to a situation where the victim and the 
perpetrator could be located in different continents around 
the globe, yet feel the devastating impact of cybercrime 
launched against them from a distance. Jurisdiction in this 
instance becomes an issue, especially concerning which of 
the states has the power to prosecute the offender. Whether 
it is the state where the attack was launched from or the 
state where the victim resides. It is the submission in this 
work that to properly nip the issue of transnational offences 
like cybercrime in the bud, there has to be some sought of 
international collaboration among security agencies around 
the world. Secondly, the issue of jurisdiction of states has to 
be down played, not with the intentions of undermining the 
sovereignty of any state but with the intention of curbing 
the menace of cybercrime since it is known to be a form of 
crime that has rendered the issue of jurisdiction moribund. 

 
Introduction  
With the signing of the United Nations Convention against Transnational 
Organised Crime in Palermo, Italy, in December 2000, the international 
community demonstrated the political will to answer a global challenge 
with a global response. If crimes cross borders, so must law 
enforcement…1 
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The word cybercrime is often used interchangeably with words like 
computer crime, high-tech crime, digital crime, electronic crime and 
technology enabled crime.2 Definitions and classification of cybercrime 
varies from one commentator to the other. Although it has been argued 
that cybercrime has no specific referent in law, yet it has come to enjoy 
considerable currency in political, criminal justice, media, public and 
academic discuss.3 It has been suggested that cybercrime is usually the 
catchphrase used to encompass all sorts of criminal activities that takes 
place within the cyberspace.4 Simply put, cybercrime is the misuse of new 
technology to perpetrate existing crime in new ways and, engaging in a 
limited variety of novel crimes.5 What this implies is that cybercrime 
involves the use of computer and the internet to commit traditional 
offences which are already covered by existing criminal laws and there are 
also novel offences that are outside the contemplation of existing criminal 
legislation.6 It has been stated that Cybercrime encompasses three 
categories of offences they include  

a) Crimes in which computer or computer network is a target of the 
criminal activity for example, hacking, malware and denial of 
service attacks. 

b) Existing offences where the computer is a tool used to facilitate the 
commission of crime, for instance child pornography, criminal copy 
write and infringement, and 

c) Crime in which the use of computer is an incidental aspect of the 
criminal activity and may afford evidence of it, for example, SMS 
messages retrieved from a mobile phone of a murder victim.7 
 

In another breath Cybercrime has been viewed as a „range of illicit activity 
whose common denominator is the central role played by networks of 
information and communication technology (ICT) in there commission.‟8 
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Cybercrime denotes computer-mediated activities which are unlawful or 
well-thought-out to be criminal by certain parties and which can be 
carried out through global electronic network.9 It is the new interactional 
social environment that is now known as cyber space or virtual space that 
has made this possible. 
The nature of the internet has made cybercrime a global challenge, 
traditionally, both the offender and the victim of crime are usually found 
within the same territory. However, the internet has made that a thing of 
the past, as offenders as well as victims of cybercrime can be scattered 
around different continents in a single criminal transaction. According to 
Article 3(2) of the United Nations Convention on Transnational Organised 
Crime,10 an offence is transnational in Nature if 

a. it is committed in more than one State 
b. it is committed in more than one State but a substantial part of its 

preparation, planning, direction or control takes place in another 
state; 

c. it is committed in one State but involves an organised criminal 
group that engages in criminal activities in more than one State; or 

d. it is committed in one State but has substantial effect in another 
State. 

Also, cybercrime poses a great challenge to criminal law especially when 
offenders cannot be prosecuted, because the countries where the said 
crime was committed has no law criminalizing the alleged offence.11 
 
Cybercrime and Jurisdiction 
Jurisdiction in this context refers to both the territorial scope of legislative 
competence and the territorial limit within which the jurisdiction of a 
Court may be exercised.12Criminal law jurisdiction has been viewed to 
comprise of the following, jurisdiction to prescribe, jurisdiction to 
adjudicate, and jurisdiction to enforce.  

 Jurisdiction to prescribe is a sovereign entity's authority to make its 
law applicable to the activities, relations, or status of persons, or the 
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interests of persons in things by legislation, by executive act or 
order, by administrative rule or by determination of a court.  

 Jurisdiction to adjudicate is a sovereign entity's authority to subject 
persons or entities to the process of its courts or administrative 
tribunals for the purpose of determining whether prescriptive law 
has been violated.  

 Jurisdiction to enforce is a sovereign entity's authority to induce or 
compel compliance or to punish noncompliance with its laws or 
regulations, whether through the courts or by use of executive, 
administrative, police, or other non-judicial means.13 

The issue of jurisdiction under cybercrime is very complex. It often poses 
somewhat of a challenge when an act that is carried out in a country is 
considered illegal in another country. For example,a German website that 
caters for the adult market in Germany was indicted in Singapore for 
spreading Pornographic content without doing business with anyone in 
Singapore. Also, in Belgium the same company was indicted for using 
photos of children aged seventeen for pornography, which constitutes 
child pornography in Belgium. While the legal age limit in German is 
fourteen that of Belgium is eighteen.14 
It has been long settled that the characterization of an act to be lawful or 
unlawful is solely determined by the law of the country where the act was 
committed;15 which implies that no nation can apply its criminal law 
jurisdiction within the physical territory of another country. Therefore, it 
can be safely concluded that both Singapore and Belgium have no 
jurisdiction in the above examples. Another jurisdictional challenge in 
cybercrime is the issue of double criminality, offenders often find safe 
havens in countries that does not criminalize such offence, or have a weak 
enforcement mechanism, or whose punishments is less severe when 
compared to other countries. The famous „Love Bug‟ virus example is a 
clear example. Onel de Guzman a Philippines national in May 2000 
released the love bug virus which caused damages estimated to be 
between two to ten million dollars and it affected over forty-five million 
internet users, in not less than twenty countries. The Philippines at the 
time had no law criminalizing the dissemination of virus, as a result he 
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could not be extradited to any of the countries where dissemination of 
virus was an offence and was badly affected, due to the principle of 
double criminality under international law.16 
Cybercrime as we know it today is more often than not carried out by 
organised criminal groups resident in different continents around the 
world. Very recently a Nigerian born Instagram influencer Ramon Abbas 
also known as Hushpuppi was allegedly involved in series of cyber-
attacks of both financial institutions and other corporations with syndicate 
groups around the world; including money laundering activities.17 He is 
currently facing charges in the United States after he was extradited to the 
United States by the United Arab Emirates authorities, who in conjunction 
with FBI where instrumental to his arrest.18 
The past few years have witnessed the expansion in the definition of 
jurisdiction, which is no longer solely predicated on the physical presence 
of the offender in the state wherein the offence is committed.19 
Despite the expansion in the definition of sovereignty, the sovereignty of 
sovereign states is still very supreme under international law. Article 4 of 
the United Nations Convention Against Transnational Organised Crime 
provides thus: 

a) State parties shall carry out their obligations under the convention 
in a manner that consistent with the principles of sovereignty, 
equality and territorial integrity of States and that of non-
intervention in the domestic affairs of other States. 

b) Nothing in this Convention entitles a State party to undertake in 
the territory of another State the exercise of jurisdiction and 
performance of functions that are reserved exclusively for the 
authorities of that State by domestic laws. 

 
Under the Palermo Convention a state has the power to exercise 
jurisdiction with respect to the offences established by the Convention in 
the following circumstance.20 
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i. The offence is committed in the territory of that State Party; or 
ii. The offence is committed on board a vessel that is flying the flag of 

that State Party or an aircraft that is registered under the laws of the 
State Party at the time that the offence is committed. 

2) Subject to article 4 of the Convention, a State Party may also establish its 
jurisdiction over any such offence when 

a) The offence is committed against a national of that State Party;  
b) The offence is committed by a national of that State Party or a 

Stateless person who has his or her habitual residence in its 
territory; or 

 
Under modern idea of jurisdiction as espoused, a nation has jurisdiction to 
prescribe law with regards to the following; 

(a) Conduct that wholly or in substantial part, takes place within its 
territory; 

(b) The status of persons, or interests in things, present within its 
territory; 

(c) Conduct outside its territory that has or is intended to have 
substantial effect within its territory; 

(2) the activities, interests, status, or relations of its nationals outside as 
well as within its     territory; and 

(3) certain conduct outside its territory by persons not its nationals that 
is directly against the security of the state or against a limited class 
of other state interest.21 

 
Jurisdictional Provision in Nigeria, Singapore and Malaysia  
In the different cybercrime legislations of countries, States have employed 
several approaches with respect to the extent within which their 
jurisdiction applies in tackling the issue of cybercrime.  
Section 50 of the Cybercrime (Prohibition Prevention Etc) Act, jurisdiction 
is established where any of the listed offences under the Act is committed 

(a) in Nigeria 
(b) in a ship or aircraft registered in Nigeria 
(c) by a citizen or resident in Nigeria if the person‟s conduct would 

also constitute an offence under the law of the country where the 
offence was committed; or  

(d) outside Nigeria, where- 
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(i) the victim of the offence is a citizen or resident in Nigeria; or 
(ii) the alleged offender is in Nigeria and not extradited to any other 

country for prosecution.22 
 

Singapore Computer Misuse Act is more expansive when it provided that  
(1) subject to subsection (2), the provisions of the Act shall have effect, 

in relation to any person whatever his nationality or citizenship 
outside as well as within Singapore 

(2) where an offence under this Act is committed by any person or any 
place outside Singapore 

(3) for the purpose of this section, this Act shall apply if, for the offence 
in question 

(a) the accused was in Singapore at the material time; or 
(b) the computer, program or data was in Singapore at the material 

time.23 
 

Malaysia Computer Crime Act, s 9 also provides thus 
(1) the provisions of the Act shall, in relation to any person, whatever 

his nationality or citizenship, have effect outside as well as within 
Malaysia, and where an offence under this Act is committed by any 
person in any place outside Malaysia, he may be dealt with in 
respect of such offence as if it was committed at any place within 
Malaysia  

(2) for the purpose of subsection (1), this Act shall apply if, for the 
offence in question, the computer, program or data was in Malaysia 
or capable of being connected to or sent to or used by or with a 
computer in Malaysia at the material time.24 

 
In analysing the different provisions on jurisdiction of these countries 
highlighted above, certain factors indicate when jurisdiction can be 
exercised. They include, the location of the perpetrator, the location of the 
victim, the location where the crime was perpetrated, the location of the 
computer and the effect of the act. 
In the Nigerian legislation it is clear according to its wordings that the 
perpetrator or the victim must have an affiliation with Nigeria for her to 
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assume jurisdiction. It is either the perpetrator and victim are Nigerian 
citizens or are resident in Nigeria, or the said offence was committed in 
any of Nigeria‟s borders, including ships and aircrafts. 
The Nigerian legislation failed to state expressly what happens, when a 
cybercrime committed outside its borders by one without any form of 
affiliation to the Nigerian State has a far-reaching effect within its 
jurisdiction.  It has been observed that the jurisdictional provision of 
Nigeria is not as far-reaching as that of Singapore or Malaysia.  
The Singapore legislation assumed universal jurisdiction when it stated 
that its jurisdiction applies to anyone in or outside Singapore that commits 
an offence under the act, but went further to water it down, when it 
further stated that the perpetrator must be in Singapore at the material 
time.  
The Malaysian legislation has a more universal jurisdiction when it stated 
that all computer program or computer data related to the crime has the 
capacity of been used by a computer within Malaysia. It is a fact that any 
computer program or data can be used in any part of the world as long as 
the facilities are available. Flowing from the above it can be suggested that 
anyone who commits a cybercrime anywhere in the world can be liable 
for the said offence within Malaysia. The only difficulty with respect to 
the universality of the jurisdiction of the Malaysian legislation is whether 
such crimes committed outside the borders of Malaysia can be enforced by 
Malaysian authorities without infringing on the territorial jurisdiction of 
another country which is sacrosanct. 
The European Union cybercrime legislation focuses more on the territory 
where the crime was committed25 just like the Nigerian Legislation. 
The issue of jurisdiction continues to generate scuffles among nations with 
respect to the enforcement of cybercrime jurisdiction. For example, the 
United States Federal Bureau of Investigation (FBI) in cause of an 
investigation on attack by hackers on United States businesses identified 
one Vasiliy Gorshkor and Alexey Ivana both Russians as the perpetrators. 
In a bid to lieu them to the United States they were invited for an 
interview by a non-existent company, in cause of which information they 
put in a computer used for the interview was used to obtain evidence that 
linked them to crime committed in the United States from their computer 
back home in Russia. Despite their argument that failure to obtain a search 
and seize warrant violated the Fourth Amendment and/or Russian law, 
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they were both found guilty and sentenced accordingly.26 Russian 
authorities saw this act by the United States authorities as a violation of 
Russia‟s sovereignty. Hence, they reacted by charging the FBI agents 
responsible for the covert operation, for hacking into a system in Russian 
soil and demanded that they be handed over to the Russian authorities by 
the United States for prosecution. The United States is yet to comply to the 
extradition demand.27 
The controversies emanating from this case have divided opinions; with 
respect to whether the United States was right in evoking its enforcement 
jurisdiction, some claim that the search and seizure of evidence on 
Russian computers located on Russian soil through the use of technology 
violated Russia‟s territorial sovereignty.28 Others argued that it was an 
acceptable exercise of enforcement jurisdiction that has the semblance of 
the use of a grand jury subpoena to obtain documents located in another 
country.29 Another suggestion is that it becomes a permissible exercise of 
enforcement jurisdiction when data is accessible, however, where it 
happens to be the case that data is protected it becomes a violation of the 
principle of territoriality except where the state consents to the intrusion.30 
Unfortunately no position has been held as the one to be followed, 
although law enforcement agencies often bypass the protocols of mutual 
legal assistance treaties due to cybercrimes tendency to cross national 
borders and the evanescent nature of cybercrime evidence which therefore 
requires a swift response. 
Jurisdiction is often not a challenge when there is an extradition treaty 
between the country where the perpetrator resides and where the impact 
of the crime was felt. As law enforcement agencies from both countries 
work together to ensure justice is served.  In the case of the Nigerian born 
Instagram star Ramon Olorunwa Abbas popularly known as “Ray 
Hushpuppi” who resided in United Arab Emirate but carried out his 
cybercrime activities across different continent particularly in Europe and 
the United States. According to an affidavit by the United States Federal 
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Bureau of Investigation (FBI) one of the alleged victims of his many crimes 
was the client of a New York based law firm, which lost almost a million 
dollars in 2019.31 He was also accused of being one of the conspirators in a 
chain of criminal gang to steal up to $124 million from an unnamed 
English Premier League club and money laundering to safe havens. It took 
the concerted effort of the Dubai Police and the FBI to track him for 
months and finally arrest Ray Hushpuppi before he was extradited from 
UAE to the United States for prosecution where if found guilty stands the 
chance of being jailed for up to 20 years.32 In the above case, the 
extradition process was seamless because of the understanding between 
the United States and the United Arab Emirates.  
In another breathe, the arrested felon, was able to name one of his 
accomplices that happens to be a Nigerian citizen. The United States has 
since requested that Abba Kyari be extradited to the United States to be 
tried alongside Raymond Husspupi for the alleged offence. Nigeria and 
the United States have an extradition Treaty, by virtue of the Extradition 
Treaty signed between the United Kingdom and the United States dated 
the 22nd of December, 1931. The said Treaty came into force on the 24th of 
June, 1935. Article 16 of the Treaty made it applicable to all British 
colonies which Nigeria was one of at the time.33 Unfortunately, Abba 
Kyari is yet to be extradited to the United States, after a protracted delay 
on the part of the Attorney General of the Federation. Abba Kyari is 
currently facing criminal charges for his involvement in a drug deal. 
Which occurred later in time, hence his extradition is forestalled, despite 
the fact that the Attorney General of the Federation has now assented to 
his extradition.  
 
Conclusion  
It is still the practice that the jurisdiction of states is mainly based on the 
principle of territoriality, which highlights the sovereignty of a state. The 
issue of sovereignty is taken seriously by every State irrespective of the 
size and strength of the State.  
Enforcement remains the most challenging aspect of jurisdiction in 
cybercrime and if not properly tackled the issue of jurisdiction will 
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continue to be a clog in the prosecution and investigation of cybercrime at 
every level. Hence the issue of cybercrime will continue to bedevil the 
international community. It is therefore imperative for stakeholders at all 
levels to come together which include States, large corporations and 
international organizations irrespective of their differences. In other to 
tackle the issue of jurisdiction with the view of introducing an 
international treaty on cybercrime, this will help in curbing the challenge 
the trans-nationality of cybercrime poses.  
 


